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BROADCAST NETWORK ACCESS-MANAGEMENT SYSTEM 
AND METHOD FOR MANAGEMENT OF RECEIVERS OPERATING WITHIN 

BROADCAST NETWORK 



TECHNICAL FIELD 

The invention relates to a management system of access to a television 
broadcast network and a method for management of receivers operating within 
this network. 



BACKGROUND ART 

A management system of access to a broadcast network is known from 
the US Patent No. 5,748,732 which describes a management system of access 
to a network and a device verifying access to a network which comprises slave 
set-top boxes and a master set-top box controlling access to the network. The 
master set-top box receives slave entitlement information from a central 
management device and writes the slave entitlement messages to smart slave 
cards when the latter are inserted in the master set-top box and then read in 
the slave set-top box. 

AIM OF THE INVENTION 

The invention seeks to provide a management system which can 
prevent unauthorised transfer of the secondary and further decoding devices, 
referred to as slave decoding devices, beyond permitted and defined limits 
within the network. 

DISCLOSURE OF THE INVENTION 

The object of the invention is a broadcast network access-management 
system comprising at least one master decoding device provided with a smart 
card, and at least one slave decoding device linked to it, and a transmitter 
device which generates and transmits entitlement management messages 
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intended for the linked master and slave decoding devices and other devices. 
The master decoding device and at least one slave decoding device linked 
together are located in a defined distance and operate when a distance 
between them does not exceed the defined distance dependant upon a cable 
length, a configuration, a number and a quality of splitters and connections. 

p re f era biy a decoding device is assigned the status of the master 
decoding device only after it has been linked to a network and an entitlement 
control message for the master decoding device has been found. 

Preferably the master decoding device imposes on the transmitter 
device a transmission of the entitlement control message appropriate for the 
master decoding device. 

Preferably a decoding device is granted with a mode of the slave 
decoding device only after it has been linked to a network and an entitlement 
control message for the slave decoding device has been found. 

Preferably the slave decoding device imposes on the transmitter device 
a transmission of the entitlement control message appropriate for the slave 
decoding device. 

Preferably the master decoding device and the slave decoding device, 
when they are turned on, first check if any messages are being transmitted by 
other devices before they start to transmit messages. 

Preferably the slave decoding device triggers the master decoding 
device to transmit the entitlement control message appropriate for the slave 
decoding device and messages with demand for coupling. 

Preferably a period of time for coupling the master decoding device with 
the slave decoding device is pre-set. 

Preferably the slave decoding device is provided with a microprocessor 

card. 

Preferably the defined distance between the master decoding device 
and the slave decoding device linked to it is determined from the level of a 
signal exchanged between the master decoding device and the slave decoding 
device. 
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Preferably the level of the signal exchanged between the master 
decoding device and the slave decoding device is compared with the level of 
the signal sent between them during preceding communication. 

Preferably decoding devices are assigned the status of the master 
decoding device and the slave decoding device after transmission of encoded 
messages by the transmitter device generating and transmitting specified 
codes. 

Preferably a private television network shares physical linkages with a 
broadcast network. 

Preferably the entitlement management messages, allowing the master 
decoding device and at least one slave decoding device an access to the 
broadcast network, are transmitted after the encoded messages are sent by the 
transmitter device which is designed to generate and transmit specific codes. 

Preferably management messages sent to the master and the slave 
decoding devices are generated by a generator connected to a multiplexer 
through another generator which creates messages, and the management 
messages sent to the master and the slave decoding devices are included in 
the entitlement management message. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices are messages used to identify the master 
decoding device and the slave decoding devices, systems that are their 
component parts, or external devices linked to them. 

Preferably the identifying messages include a type of the master 
decoding device and the slave decoding devices, their version and/or their 
serial number. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices are messages used to identify software. 

Preferably the messages used to identify software include a version 
number and/or a serial number of the software. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices are messages facilitating interaction between 
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the decoding devices, systems integral to them, or between software installed 
in the decoding devices or devices co-operating with them. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices are messages which incorporate an operating 
status of a given device/program, a result of a certain operation, an order to 
execute a certain operation and data collected or processed by a certain 
device/software. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices are messages generated either within the 
decoding devices or delivered from external sources. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices can be internet data, text messages, streams 
and files containing sound, pictures, video and software, and/or updates of 
software. 

Preferably messages exchanged between the master decoding device 
and the slave decoding devices can contain additional messages generated by 
software installed in the decoding device or devices which are co-operating 
with them, or messages which are delivered to the decoding devices from 
outside sources. 

Preferably messages exchanged between the master decoding device, 
the slave decoding devices, and outside devices consist of synchronising 
bytes, a heading with a source and a destination addresses, a type of 
message, a flag with information as to whether the message contains data and 
the size of the block of data, and also data constituting the message (referred 
to as a payload), and a checksum. 

The object of the invention is also a management method of receivers 
provided with smart cards and linked to a television broadcast network, among 
which at least one device is the master decoding device with at least one slave 
decoding device linked to it and an interlinked transmitter device which 
generates and transmits messages that allow to use the master and the slave 
decoding devices and receivers connected to them In such an arrangement 
the master decoding device and at least one linked slave decoding device are 
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installed at a defined distance from each other so that the master decoding 
device and the slave decoding device will operate only if the distance between 
them does not exceed the defined nominal distance dependant upon the 
number, the configuration, and the quality of splitters and links. 

' ' " BRIEF DESCRIPTION OF DRAWINGS 

The object of this invention is shown in implementation examples in the 
enclosed drawings, in which: 

Fig. 1 illustrates a block scheme of system management; 

Figs 2, 3, 4, and 5 illustrate block schemes of a master and slave set-top 
boxes interconnections; 

Figs 6A and 6B illustrate a flow diagram of an algorithm of set-up 
process of set-top boxes; 

Figs 7 A and 7B illustrate a flow diagram of an algorithm of operation of a 
slave set-top box; 

Figs 8A, 8B, 8C and 8D illustrate a flow diagram of an algorithm of 
operation of a master set-top box; 

Figs 9A, 9B, and 9C illustrate a flow diagram of an algorithm of sending 
a ping message; 

Fig. 10 illustrates a flow diagram of an algorithm-governed process of 
sending messages; 

Figs 1 1A and 1 1B illustrate states of set-top boxes within the broadcast 
network; 

Fig. 12 illustrates a system comprising set-top boxes where a method of 
sending messages between two set-top boxes is presented; 

Fig. 13 illustrates a system comprising set-top boxes where a method of 
sending messages between the set-top box and an external device is 
presented; 

Fig. 14 illustrates a structure of a message sent between two set-top 

boxes; 

Fig. 1 5 illustrates a flow diagram of message preparation procedure; 
Fig. 16 illustrates a flow diagram of the procedure of receiving message. 
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BEST MODE FOR CARRYING OUT THE INVENTION 
The television network system presented in fig. 1 comprises a 
Subscriber Management System 1, (SMS), which stores information about 
clients and assigned smart cards, and which is connected with a Conditional 
Access System 2, (CAS), and with a management system of decoders, in 
invention description referred to as set-top boxes or decoding devices, called a 
Master Slave System 3, (MSS). The Conditional Access System 2 through a 
generator 4 generating Entitlement Control Messages, (ECM), sends 
messages to a multiplexer 5 which multiplexes different data streams into one 
integrated stream of data. The multiplexer 5 receives also messages from a 
generator 6 creating Entitlement Management Messages, (EMM), messages 
from a generator 7 that generates set-top box management messages which 
are messages allowing coupling between master and slave set-top boxes, so- 
called Set Coupling Messages, (SCM), messages concerning the master set- 
top box verifying key, called Session Key Messages, (SKM), and messages 
used to reset the coupling of the master and the slave, called Reset Coupling 
Messages, (RCM). 

The ECMs are messages used to decrypt the stream of data, and 
contain a symmetrical private key, which is used both by the transmitting and 
the receiving device. The ECMs are encrypted with the use of an asymmetrical 
key. The private part of the asymmetrical key resides in the transmitting device 
and the public part of the asymmetrical key is sent in the EMM. The latter 
contain information necessary for decoding ECMs, which means that these 
messages are controlling the access to the data stream. The EMMs are 
controlling the access to the ECMs. 

The integrated stream of data from the multiplexer 5 is sent, over a 
broadcast network 8, to the master set-top box H and the slave set-top boxes 
12 and 15, which are provided with a device 16 for coding and reading smart 
cards 17. The master set-top box H and the slave set-top box 12 are 
additionally linked through a private television network 13, within which, after 
the set-top boxes have been coupled, various messages 14. called Master 
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Slave Messages, (MSM), are sent. In particular solutions, the private television 
network 13 can share the physical medium with the broadcast network 8. In the 
case of the shared medium, elements of the broadcast network 8, i.e. cables, 
splitters, are used, for example, to pass coupling messages for the master set- 
top box 11 and the slave set-top box 12. 

Figs 2, 3, 4, and 5 illustrate different configurations of links between the 
set-top boxes through the private network 13 shown in fig.1. A cable 185, 
shown in fig. 2, led to a building, has a two-way splitter 184 from which cables 
are led to the next two-way splitters 183 . 186 in different apartments. In one of 
these, there are the master set-top box 182 and the slave set-top box 181 
whilst the master set-top box 188 and the slave set-top box 187 assembly is 
located in the second apartment. In each apartment, set-top boxes can be 
placed in different rooms. 

In another arrangement the cable 195, shown in fig. 3, is led to the 
building and is terminated with a two-way splitter 194 from which cables are led 
to a second two-way splitter 196 and a four-way splitter 193 located in different 
apartments. In one of these apartments, there are the master set-top box 192 
and three slave set-top boxes 191. 197. 198 . while the master set-top box 200 
and one slave set-top box 199 are located in the second apartment. 

In another possible arrangement the cable 201 . shown in fig. 4, is led to 
the building and is provided with a four-way splitter 212 from which cables are 
led to further four-way splitters 202, 207 located in two different apartments. In 
one of these apartments, there are the master set-top box 203 and three slave 
set-top boxes 204 . 205 . 206 . In the second apartment the identical system is 
installed: the master set-top box 208 and three slave set-top boxes 209, 210, 
211 . 

In the final layout, the cable 225, shown in fig. 5, is led to the building 
and has a four-way splitter 224 from which one cable is linked to a two-way 
splitter 223 with the master set-top box 226 and the slave set-top box 227 
connected in one apartment but in two different rooms. The second cable from 
the splitter 224 is led to a four-way splitter 221 in a second apartment where 
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the master set-top box 222 and three slave set-top boxes 228, 229, 230 are 
linked. 

Each of the set-top boxes, shown in figs 2, 3, 4, and 5, operates at a 
specified location within the broadcast network. Each slave set-top box is 
interrelated with the defined master set-top box and can not change its position 
without modification of the settings. It means that the set-top box can not be 
moved beyond limits defined by a cable length, a configuration, a number and a 
quality of splitters between these two set-top boxes. A change of position, 
followed by a change of link configuration, results in changes of the signal level 
passing from a set-top box to a set-top box as a consequence of the 
modification of the connections and the change in the resistance of the cables 
linking the set-top boxes. To detect changes in the set-top box location in the 
present solution, a minimal signal level, necessary to make the connection 
between the master set-top box and the slave set-top box possible, depending 
on the location of the slave set-top box within the network, is used. This signal 
level is very specific for each set-top box and allows for a logical calculation of 
a maximum operating distance between the set-top boxes to be made. In the 
case of broadcast and private networks, the cable connecting the set-top 
boxes, as well as the electrical characteristics of the splitters, are used in the 
estimation of the distance between the master and the slave set-top boxes. 
This distance is defined as producing a minimum signal level necessary to pass 
a message from the master to the slave set-top box or vice-versa. The master 
and the slave set-top boxes memorise the minimum signal level used during 
the previous communication and compare it with the signal level during the next 
operation or while checking the stability of the configuration. If the difference in 
the signal level is greater than a permissible value with a certain margin, an 
error message will be sent, and a proper action will be taken, assuming that if 
the network has not been modified, the environment should not change within a 
short period of time. In the suggested solution, a particular set-top box should 
be able to modify a signal level within at least a 50 dB range in one decibel 
increments. 
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The subscriber management system, including the set-top box 
management system, is software operated, and specific algorithms assigned to 
different types of set-top boxes and functions are presented in the next figures. 

Figs 6A and 6B illustrate an algorithm of a set-up process of set-top 
boxes. When a set-top box starts to operate, the mode of operation and the 
status of the set-top box, initially unknown (theUiew set-top box should work in 
a neutral mode and then attempt to determine its role) as it is stated in table 23, 
are restored in step 22. Later on, in step 24, the mode of the set-top box is 
verified in attempt to determine its master or slave role. At the same time it is 
checked whether any disconnection occurred between the master and the 
slave set-top boxes during the last communication. In case of occurrence of 
such a disconnection, video display is disabled in step 25. Should the opposite 
case pertain, the state of the set-top box is verified in step 26, and if it is still 
unknown, the status of the set-top box is initialised in step 27. Then, messages 
relating to coupling between the master set-top box and the slave set-top box 
are searched for in step 28. If they are not found in step 29, and the session 
time has elapsed in step 30, after waiting 10 seconds in step 31, a new attempt 
to find the entitlement control message is performed. Once entitlement control 
messages and set coupling messages between the master set-top box and the 
slave set-top box are found, they are sent to the smart card in step 32 and next 
it is verified in step 33 if the set-top boxes are authorised for these coupling 
messages. In the case of a positive answer, the operating mode of the master 
set-top box is granted to the set-top box in step 34- In the case of a negative 
answer, in step 35, the operating mode of the slave set-top box is granted to 
the set-top box and the set-top box is assigned an inactive status, and in both 
cases the system resumes operation. 

If the mode of the set-top box is recognised as known, in step 40 the 
demultiplexer is set to send SKMs and RCMs. When it is determined in step 41 
that the set-top box operates in the master mode, in step 42 the demultiplexer 
is set to send SCMs and the set-top box is ordered to operate in the master 
mode in step 43. If the set-top box is not recognised as the master it is ordered 
in step 44 to work in the slave mode. Messages, obtained from the 
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demultiplexer after waiting for a certain period in step 45, are verified in step 
46. After the set coupling messages are received, the set-top boxes are 
coupled in step 47 and the data of the slave set-top box are stored. If SKMs 
were received, in step 48, the data relating to the session in progress are 
stored in step 49. In the case when the RCMs are received, in step 50, the set- 
top box is deleted from a slave set-top box list, the SKM is removed and the 
mode of the set-top box is set as unknown in step 51, and finally the set-top 
box is disabled in step 52, and the system operation is resumed. 

Figs. 7A and 7B illustrate an algorithm of operation of the slave set-top 
box, which, when turned on, waits in step 62 for a message from the master 
set-top box to establish coupling. A call for coupling can be repeated when a 
coupling order is received. If the set coupling message is positively verified in 
step 64, then it is further verified in step 65 to find whether this message allows 
video to be displayed. For the coupled slave set-top box, for which the coupling 
time has expired, which is checked in step 67, the video is again enabled in 
step 66. The non-coupled set-top box is set as the coupled one in step 68, and 
a repetition of the process is followed. 

If the received set coupling messages are not correct, it is checked in 
step 70, whether the set-top box is already coupled or whether it is the first 
coupling. A negative answer is followed by a verification whether the set-top 
box is in the state of coupling or is already coupled in step 71 , and if not, the 
coupling process is repeated. If the coupling time of the non-coupled set-top 
box does not exceed the time allowed for coupling, which is verified in step 72, 
in step 73 a message with a call for coupling is sent. The verification of the time 
assigned to display video takes place in step 74, and if this time has expired, in 
step 76, a message calling for coupling is sent. Then, in step 75 the time 
assigned to display video is verified, and if it has expired, in step 77 the status 
of the set-top box is changed to the time-expired status, followed by disabling 
video in step 78, next an error message is sent in step 79, and a coupling 
repetition takes place. 

Figs 8A, 8B, 6C and 8D illustrate an algorithm of operation of the 
independent, or the master set-top box, which, when turned on, waits in step 82 
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for a message which is verified in step 83. Then, in step 84, it is checked 
whether the status of the master set-top box meets requirements of the 
coupling process. If the status of the master set-top box does not suit the 
coupling instruction, it returns to the waiting status. Subsequently, a check is 
made in step 87 as to whether the message is a request for coupling. A 
negative answer is followed by the return to the waiting status, whereas if the 
verification brings confirmation, a probing message is sent in step 89. In step 
90 the status is examined, which should be the status of coupling with the slave 
set-top box. If so, in step 91 a threshold signal level is stored and the status of 
the slave set-top box coupled is allotted, followed by a message sent in step 92 
to the coupled slave set-top box to enable video. The signal level is checked in 
step 93, and if it differs from the signal more than a permissible margin, the 
slave set-top box in step 94 is granted with a status of being disconnected, an 
error message is sent in step 95, and the master set-top box is returned to the 
waiting status. In step^ 97 a verification is carried out to decide if the time 
assigned for coupling has elapsed, and then in step 98 if the operating time has 
expired. Beginning from step 99, in steps 100, 101 . and 102 the mode of each 
active set-top box is compared with the mode of the slave and connected set- 
top box, a verification process ends with a message sent to enable video 
display, whereas from step 103 the master set-top box is returned to the 
waiting status. 

In case of a timeout of the master set-top box, in step 104, the 
verification process of each active slave set-top box is carried out, beginning 
with a probing message sent to the first slave set-top box in step 105 , and then 
in step 106 a signal level is compared to a certain set level. The process of 
verification of the first active slave set-top box ends in step HI and is carried 
starting with each next slave set-top box. If the difference in the signal level is 
not greater than an allowed margin, a new threshold signal level is stored in 
step 107, and in step 108 information to enable video display is sent. If the 
signal differs by more than the allowed margin, in step 109 the slave set-top 
box is granted with the status of non-connected, and an error message is sent 
in step 110 . 
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Figs 9A, 9B, and 9C illustrate an algorithm of sending a ping message to 
a chosen location within a network. First, in step 116 the following parameters 
are established: the maximum and constant number of steps, the maximum 
signal level which equals two raised to the power of the maximum step number, 
the signal power equal to half of the maximum signal power, the robustness 
haying a constant value, and the step which equals unity. Next, a coupling 
message is sent in step 117 and receiving of message confirming the coupling 
takes place in step 118. In step 119 the time predicted to receive an answer to 
the ping message is verified. Calls for ping message repetitions are transmitted 
in step 114- If the waiting time predicted to receive confirmation of coupling is 
exceeded, in step 132 it is checked whether the robustness is greater than 
zero, and in step 133 whether the step number is less than the maximum 
number of steps. For a negative answer the signal power is stored in step 134 
and the process of sending the ping message ends in step 135. In step 136 the 
step number is increased, the signal power is established as equal to the 
maximum power divided by two raised to the number of incremental power 
steps, the initial robustness is set, followed by the repetition of sending the ping 
message. If the number of steps is less than the maximum number of steps, 
which is verified in step 140 , the number of steps is increased in step 143, in 
step 144 the signal power is established as being equal to two raised to the 
number of incremental power steps, the initial robustness is set, followed by the 
repetition of sending the ping message. The robustness, set in step 144, is a 
parameter used to establish the number of probing operations which take place 
until communication is recognised as unsuccessful. For a step number not less 
than the maximum step number, the signal level is recorded in step 141 and 
the process of sending the ping message ends in step 142. 

Fig. 10 illustrates an algorithm-governed process of sending messages, 
which after start is followed by zeroing the N number in step 121. In step 122 
the set-top box waits for silence in the network. A set-top box, which does not 
need to transmit data, initially checks if any other set-top box has started 
sending messages to it. Similarly, if the set-top box has messages to transmit, 
it listens within the network for signals transmitted from the other set-top box, 
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which means that the former is tuned to a carrier, and messages are sent only 
if no other signal is detected and the private network is idle. In step 123 a 
message is sent, in step 124 a message is received. In step 125 it is verified 
whether one of received messages is a confirmation to the message sent 
earlier. If there is no collision, i.e. messages sent and received are the same, 
the algorithm ends in step 126. In case of collision occurring (in the event of the 
messages not being equal), in step 127 the number N is increased followed by 
waiting in step 128 by a random waiting time and the process is repeated. A 
formula to calculate the period of waiting is described in table 129. 

Figs. 11A and 11B illustrate states of set-top boxes within the broadcast 
network. At the moment of start, the mode and the status of each set-top box is 
not predetermined, which implies that the current mode and status are 
unknown. When the set-top boxes 174, 175, 176, 177, 178, 179, being in any 
state, receive a RCM 281. they change their state 172 to unknown. A set-top 
box being in unknown 172 state always sets itself into the undetermined 174 
mode and initialises its operation. The set-top box operates in this state until it 
receives an entitlement message. If the set-top box, being in the undetermined 
mode, receives the message 284 assigning the mode of acting as a master, the 
set-top box changes its mode to the 175 master set-top box in a coupled state. 
When a message 285 assigning the mode of a master set-top box is received, 
the set-top box changes its mode 176 to that of a master set-top box in a 
coupled state, retaining this state as long as it is getting messages 286 about 
coupling. This status is changed when a reset coupling message 281 is 
obtained and then the set-top box changes its state 172 to undetermined mode 
and status. 

If the set-top box 174 of undetermined mode does not receive 283 a 
message assigning the master mode, the set-top box changes its mode to act 
as the slave set-top box 177 having the coupling status. When the coupling 
message 289 is delivered, the set-top box changes its mode to the slave set- 
top box 179 with coupled status, retaining this status as long as it is receiving 
coupling messages 29J.. This state is modified if either a period of operating 
video expires and the set-top box is attributed the state of the timeout, or a 
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reset coupling message 281 is delivered, resulting in a change of the set-top 
box 172 state to undetermined mode and status. 

If the set-top box 177 in the slave mode during the coupling period 288 is 
not provided with the message 289 about successful coupling, it changes its 
mode to a slave set-top box 178 with expired operating time. The set-top box 
remains in this state until it receives a message 290 about coupling. 

The access system to the broadcast network presented in fig. 12 
comprises the master set-top box H and n slave set-top boxes 12, 15 linked to 
the master set-top box 11. The master set-top box 11 and the set-top boxes 12, 
15 have four functional blocks, crucial for the system under discussion. 
Receiving and processing systems 251 . 261. 271 are responsible for receiving 
a signal from the broadcast network 8. This signal is converted to numerical 
values and is then sent for further processing. Processors 250 . 260, 270 are 
responsible for the control of all the other systems 253, 263, 273 operating 
within one set-top box. For example, in fig. 12, in the other systems 253 . 263 . 
273 . the systems 255 . 265 . 275 of access control were separated, and the 
other systems 254. 264 . 274 . which can be audio and video decoders, 
including those of MPEG and AC/3 format, systems generating graphics, 
systems generating audio and video output signals for a TV receiver, systems 
of memory (RAM, ROM, Flash, HDD), systems controlling outer interfaces 
(keyboard, remote control unit), systems controlling a return channel 
Processors 250, 260, 270 execute software controlling the work of these 
systems and also control demultiplexers 252, 262 . 272 operating within the 
private network 13 used to send different information. The private network 13 
can share physical media with the broadcast network 8 and in this case the 
demultiplexers 252, 262 . 272 become an integral part of the receiving and 
processing system operating within the broadcast network 8. 

Fig. 12 illustrates an example of a way of message transmission 
between two systems of access control 255 and 265 of two different set-top 
boxes 11 and 12. In the situation illustrated in fig. 12, the access control system 
255 of the master set-top box H transmits a message to the access control 
system 265 of the first slave set-top box 12. This message, generated by the 
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application of the access control system 255, and then transmitted by the 
application of the demultiplexer 252 . is transported over the private network 13. 
The transmitted message is received by the demultipxers 262, 272 of the 
remaining set-top boxes 12, 15. The first slave set-top box 12, which received 
the message through the route 281. accepts this message, while the n-th slave 
set-top box 15, which received this message through the route 282, rejects it. 
Next, the application of the access control system 265 of the first slave set-top 
box 12 begins to process the message received from the access control 
system 255 of the master set-top box 11.. 

Fig. 13 presents an example of a way of message transmission between 
a device B 277 of the n-th slave set-top box 15 and an external device A 267 
linked to the first slave set-top box 12 using an interface A 266 (for example a 
parallel port, an outer IP network, a wireless connection i.e. Bluetooth or infra- 
red link, or a specific connection assigned to a given type of a device i.e. a 
Smart-Card connection). The device A 267 linked to the first set-top box 12 
sends a message to the device B 277 which receives the message through the 
route 286- Simultaneously, this message is sent using the route 285 to the 
master set-top box 11 and is rejected because it is not dedicated to that set-top 
box. 

An exemplary format of a message sent between two set-top boxes is 
presented in fig. 1 4. Only the field types of which the message is composed 
have been shown, without specifying their sizes. The precise format of a 
particular field can be adapted to suit a specific solution. 

An exemplary message, beginning from the top, consists of 
synchronising bytes 300 which are used for identification of a new message. 
Therefore they should be unique bytes so that they will not appear in a later 
part of the message. For example, if the message is encoded in the 
Manchester system, the two bytes of values 0h8E and 0h71 respectively can 
serve as the synchronising bytes. This combination will not appear in the 
message encrypted using Manchester system and can be used as a unique 
characterisation of the beginning of the message. 
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The next part of the message is a heading 3Q1 which consists of a field 
describing a destination address 302 of the message, a field describing a 
source address 303 of the message, a flag 304 with information whether the 
message contains data or not, a field 305 describing the type of the message, 
and a field 306 describing the length of a payload 307. 

The last field is a checksum 308 which is used to detect and/or correct 
an error that can appear during the message transmission. 

The described message can be addressed to a particular set-top box or 
to all set-top boxes. Information within the message can be placed in the block 
of data or in the block describing the type of message (messages without 
payload are the control and confirmation messages) 

The preparation process of the message described above is presented 
in fig. 1 5 in the form of a block diagram. 

The message formation starts in step 3_H where the message is 
generated by a program, which is going to send the message. In step 312 the 
program creates the message, i.e. forms the heading with source and 
destination addresses, type and length of attached data. Next it adds data, and 
finally calculates the code of the checksum for the whole message. The 
procedure of message transmission starts in step 313. 

The messages, which were sent, are delivered to the demultiplexer, 
which analyses the state of the private network 13 waiting to receive 
transmitted messages. 

The procedure of message reception and analysis presented in fig. 16 
starts in step 401 where the demultiplexer receives an incoming message. In 
step 402 the demultiplexer checks if the form of the delivered message is 
correct. The transmission error can be a result of a collision between two 
simultaneously sent messages. For this reason the format of message is 
verified and it is checked if data, at least in the heading, are not corrupt. The 
verification process is based on the analysis of the checksum. If in step 403 it 
emerges that the message is damaged, the message is rejected in step 404. If 
the message is in a correct form, in step 405 the heading is analysed, by 
reading the data concerning the destination address. It is decided in step 406 
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whether the message is dedicated to this particular set-top box. In case the 
message is not dedicated to this set-top box, the rejection follows in step 407. If 
the message is dedicated to the given set-top box it is read in step 408. Next, it 
is verified in step 409 if the given type of the message can be used by the set- 
top box. If the message has been sent to all set-top boxes, but one of them 
does not have a device to support the processing of this message, in step 410 
the message is rejected. However, if the given type of message can be 
processed by the set-top box, in step 411 the message is passed to the 
software responsible for certain functions or operation of a particular device. 

The described solution relies on the set-top box management system 
which generates the message coupling the master set-top box with the slave 
set-top box or boxes, and the security system for encrypting and decrypting 
data sent from the master to the slave through the private network. The 
management system of set-top boxes generates messages for each pair of the 
master and the slave set-top box as well as the code for the transmission. 

The most practical and characteristic features of the solution are the 
identification method of master and slave set-top boxes and the coupling 
between each pair of set-top boxes, which are realised with the use of the 
number of the smart card assigned individually to each set-top box. The newly 
installed set-top box is operationally neutral either within specific period of time 
or until the message assigning its role is delivered. If no message is received 
within the predetermined period of time, the set-top box is disabled. Because 
the master set-top box has to contact the slave set-top box to activate it, the 
disabled slave set-top box can operate again as soon as it becomes connected 
to the master set-top box, which is able to identify the proximity of the slave 
within the broadcasting network and which is also able to use this intelligence 
to disable the slave set-top box that has been moved. The coupling can be 
reset anytime through the broadcasting network. 
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CLAIMS 



1. A broadcast network access-management system comprising at least 
one master decoding device provided with a smart card, and at least one slave 
decoding device linked to it, and a transmitter device which generates and 
transmits entitlement management messages intended for the linked master 
and slave decoding devices and other devices characterised in that the master 
decoding device (H) and at least one slave decoding device (12) linked 
together are located in a defined distance and operate when a distance 
between them does not exceed the defined distance dependant upon a cable 
length, a configuration, a number and a quality of splitters and connections. 

2. The broadcast network access-management system, according to claim 
1 , in which a decoding device is assigned the status of the master decoding 
device (11) only after it has been linked to a network and an entitlement control 
message for the master decoding device (H) has been found. 

3. The broadcast network access-management system, according to claim 
1 , in which the master decoding device (11) imposes on the transmitter device 
(3) a transmission of the entitlement control message appropriate for the 
master decoding device (11) . 

4. The broadcast network access-management system, according to claim 
1 , in which a decoding device is granted with a mode of the slave decoding 
device (121 only aft© r '* nas Deen 'in ked to a network and an entitlement control 
message for the slave decoding device (12) has been found. 

5. The broadcast network access-management system, according to claim 
1 , in which the slave decoding device (12) imposes on the transmitter device 
(3) a transmission of the entitlement control message appropriate for the slave 
decoding device (12). 
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6. The broadcast network access-management system, according to claim 
1, in which the master decoding device (H) and the slave decoding device 
(12), when they are turned on, first check if any messages are being 
transmitted by other devices before they start to transmit messages. 

7. The broadcast network access-management system, according to claim 
1 , in which the slave decoding device (12) triggers the master decoding device 
(H) to transmit the entitlement control message appropriate for the slave 
decoding device (12) and messages with demand for coupling. 

8. The broadcast network access-management system, according to claim 
1, in which a period of time for coupling the master decoding device (H) with 
the slave decoding device (12) is pre-set. 

9. The broadcast network access-management system, according to claim 
1, in which the defined distance between the master decoding device (H) and 
the slave decoding device (12) linked to it is determined from the level of a 
signal exchanged between the master decoding device (11) and the slave 
decoding device (12). 

10. The broadcast network access-management system, according to claim 
1, in which the level of the signal exchanged between the master decoding 
device (H) and the slave decoding device (12) is compared with the level of 
the signal sent between them during preceding communication. 

1 1 . The broadcast network access-management system, according to claim 
1 , in which decoding devices are assigned the status of the master decoding 
device (H) and the slave decoding device (12) after transmission of encoded 
messages by the transmitter device (3) generating and transmitting specified 
codes. 
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12. The broadcast network access-management system, according to claim 
1, in which a private television network (13) shares physical linkages with a 
broadcast network (3). 

13. The broadcast network access-management system, according to claim 
1 , in which the entitlement management messages, allowing the master 
decoding device (H) and at least one slave decoding device (12) an access to 
the broadcast network, are transmitted after the encoded messages are sent by 
the transmitter device (3) which is designed to generate and transmit specific 
codes. 

14. The broadcast network access-management system, according to claim 
1 , in which management messages sent to the master decoding device (11) 
and the slave decoding device (12) are generated by a generator (7) connected 
to a multiplexer (5) through another generator (6) which creates messages, and 
the management messages sent to the master decoding device (H) and the 
slave decoding device (12) are included in the entitlement management 
message. 

15. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (H) 
and the slave decoding devices (12, 15) are messages used to identify the 
master decoding device (H) and the slave decoding devices (12, 15), systems 
that are their component parts, or external devices (267) linked to them. 

16. The broadcast network access-management system, according to claim 
1 , in which the identifying messages include a type of the master decoding 
device (11) and the slave decoding devices (12, 15), their version and/or their 
serial number. 

17. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (H) 
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and the slave decoding devices (12, 15) are messages used to identify 
software. 

18. The broadcast network access-management system, according to claim 
1 , in which the messages used to identify software include a version number 
and/or a serial number of the software. 

19. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (11.) 
and the slave decoding devices (12, 15) are messages facilitating interaction 
between the decoding devices Ql, 12, 15), systems integral to them, or 
between software installed in the decoding devices Ql, 12, 15) or devices co- 
operating with them. 

20. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (H) 
and the slave decoding devices (12, 15) are messages which incorporate an 
operating status of a given device/program, a result of a certain operation, an 
order to execute a certain operation and data collected or processed by a 
certain device/software. 

21 . The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (H) 
and the slave decoding devices (12, 15) are messages generated either within 
the decoding devices (H, 12, 15) or delivered from external sources. 

22. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (H) 
and the slave decoding devices (12, 15) are internet data, text messages, 
streams and files containing sound, pictures, video and software, and/or 
updates of software. 
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23. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device Ql) 
and the slave decoding devices (12, 15) contain additional messages 
generated by software installed in the decoding device or devices which are co- 
operating with them, or the messages which are delivered to the decoding 
devices from outside sources. ? •/.■ 

24. The broadcast network access-management system, according to claim 
1, in which messages exchanged between the master decoding device (H), 
the slave decoding devices (12), and outside devices consist of synchronising 
bytes (300) . a heading (301) with a source and a destination addresses (302, 
303 ), a type (305) of message, a flag ( 304 ) with information as to whether the 
message contains data and the message (306) determining the size of the 
block of data, and also data ( 307) constituting the message (referred to as a 
payload), and a checksum ( 308 ). 

25. A management method of receivers provided with smart cards and 
linked to a television broadcast network, among which at least one device is the 
master decoding device with at least one slave decoding device and an 
interlinked transmitter device which generates and transmits messages that 
allow to use the master and the slave decoding devices and receivers 
connected to them, the management method comprising the following steps: 
installing the master decoding device (11) and at least one linked slave 
decoding device (12) at a defined distance from each other shorter than a 
defined nominal distance; 

allowing the master decoding device (H) and the slave decoding device (12) to 
operate only if a distance between the master decoding device (H) and the 
slave decoding device (12) distance does not exceed the defined nominal 
distance dependant upon a cable length, a number, a configuration and a 
quality of splitters and links. 
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26. The management method, according to claim 25, characterized in that a 
decoding device is assigned the status of the master decoding device (H) only 
after it has been linked to a network and an entitlement control message for the 
master decoding device (11) has been found. 

27. The management method, according to claim 25, characterized in that 
the master decoding device (H) imposes on the transmitter device a 
transmission of the entitlement control message appropriate for the master 
decoding device (H). 

28. The management method, according to claim 25, characterized in that a 
decoding device is granted with a mode of the slave decoding device (12) only 
after it has been linked to a network and an entitlement control message for the 
slave decoding device (12) has been found. 

29. The management method, according to claim 25, characterized in that 
the slave decoding device (12) imposes on the transmitter device a 
transmission of the entitlement control message appropriate for the slave 
decoding device (12). 

30. The management method, according to claim 25, characterized in that 
the master decoding device QD and the slave decoding device (12), when they 
are turned on, first check if any messages are being transmitted by other 
devices before they start to transmit messages. 

31. The management method, according to claim 25, characterized in that 
the slave decoding device (12) triggers the master decoding device (H) to 
transmit the entitlement control message appropriate for the slave decoding 
device (12) and messages with demand for coupling. 
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32. The management method, according to claim 25, characterized in that a 
period of time for coupling the master decoding device (H) with the slave 
decoding device (12) is pre-set. 

33. The management method, according to claim 25, characterized in that 
the defined distance between the master decoding device (H) and the slave 
decoding device (12) linked to it is determined from the level of a signal 
exchanged between the master decoding device (H) and the slave decoding 
device (12). 

34. The management method, according to claim 25, characterized in that 
the level of the signal exchanged between the master decoding device (11) and 
the slave decoding device (12) is compared with the level of the signal sent 
between them during preceding communication. 

35. The management method, according to claim 25, characterized in that 
decoding devices are assigned the status of the master decoding device (H) 
and the slave decoding device (12) after transmission of encoded messages by 
the transmitter device (3) generating and transmitting specified codes. 

36. The management method, according to claim 25, characterized in that a 
private television network (13) shares physical linkages with a broadcast 
network (8). 

37. The management method, according to claim 25, characterized in that 
the entitlement management messages, allowing the master decoding device 
(11) and at least one slave decoding device (12) an access to the broadcast 
network, are transmitted after the encoded messages are sent by the 
transmitter device (3) which is designed to generate and transmit specific 
codes. 
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38. The management method, according to claim 25, characterized in that 
management messages sent to the master decoding device (H) and tne slave 
decoding devices (12) are generated by a generator (7) connected to a 
multiplexer (5) through another generator (6) which creates messages, and the 
management messages sent to the master (H) and the slave decoding 
devices (12) are included in the entitlement management message. *tt- 

39. The management method, according to claim 25, characterized in that 
messages exchanged between the master decoding device (H) and the slave 
decoding devices (12, 15) are messages used to identify the master decoding 
device (H) and the slave decoding devices (12, 15), systems that are their 
component parts, or external devices (267) linked to them. 

40. The management method, according to claim 25, characterized in that 
the identifying messages include a type of the master decoding device (11) a" d 
the slave decoding devices (12, 15), their version and/or their serial number. 

41. The management method, according to claim 25, characterized in that 
messages exchanged between the master decoding device (H) and the slave 
decoding devices (12, 15) are messages used to identify software. 

42. The management method, according to claim 25, characterized in that 
the messages used to identify software include a version number and/or a 
serial number of the software. 
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